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Automated Control Efficacy Testing (ACET)




Automated Control Efficacy Testing

Internal & External Automation
Use of automated functions within a GRC tool

Use of APl integration with security, risk and
compliance tools

Benefits
Scalable
Continuous or Near Real Time compliance
Value of Controls

There are controls that are nice to have
There are controls that you should have
There are controls that you must have
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Asset-Value Based Risk Quantification
(“Grounds’ Rules”)




“Real” Risk Management - Case Study
Darren

There is NO such thing as “Risk Reduction”
- only a risk exchange

+ Darren could reduce the risk of death by
implementing controls such as slowing
down, wearing safety equipment, etc.

Slowing down decreases likelihood of an
accident which could result in death

Slowing down increases likelihood that the
race will be lost

< ltis arisk EXCHANGE, not a risk reduction

Wearing safety equipment EXCHANGES the
risk (consequence) from death to a
different suite of risks, such as intensive
care and medical bills.

Focusing exclusively on risk of loss
increases likelihood of failing to win

In business, the objective of risk.
management is to optimize risk in order to
win



Ground Cyber Risk Quantification in Asset
Value, Not Loss Scenarios (“Grounds’ Rules”)

Asset Value Based Quantification

Asset
Value
Base Risk
b 4
Score

Coefficient

Strategic Internet Number of
Directionality Regulations Facing-Status APls

X X x x

Coefficient 2 Coefficient Coefficient Coefficient
3 4

Asset Stack Ranking

1. Asset One
2. Asset Two
3. Asset Three

AN RN

11.Asset Eleven
12. Asset Twelve
13. Asset Thirteen

© 2023

Stack ranking assets in the portfolio and placing them in tiers ensures there is
always a highest priority asset (or assets).

R NN N]

uses the base risk score to set risk appetite and tolerance.

A numeric risk appetite rooted in objective measures of business value and
exposure helps set budgets and a defined escalation path.

Procedure:

1. Use the base risk to determine allowable control failure/absence (e.g., assets
in the top 10% can only have 10 points of actionable risk).

2. Within risk appetite: Base + Actionable < Base + 10
3. Within risk tolerance: Base + Actionable < Base + 10 + 5
4. Qutside of tolerance: Base + Actionable > Base + 10+ 5

* Source: Adapted from Gartner.
Case Study on Verizon and “Grounds’
Rules” method.

* illustrative data only



Ground Cyber Risk Quantification in Asset
Value, Not Loss Scenarios

Actionable Risk Quantification

Regulatory Time to Time to End of Findings from
Actionable Compliance Reports Audit Service Life Vulnerability Scans
Risk Score b x b x

Coefficient 1 Coefficient 2 Coefficient 3 Coefficient 4

Elements may indicate

| root drivers of risk (e.g.,
incorrect inventory or poor

library management).

Regulatory Findings

Compliance o
Reports Vulnerability ‘
Scans

Day-to-day

Ir:(':zsr::]%;; Opportunities Time to
Dat‘; to Reduce Audit

Exposure

Missing elements are just

* Source: Adapted from Gartner. Case

as important as badly Software
operating elements and Deployment ¥ 1y ovment Non-security items Study on Verizon and “Grounds’ Rules”
should be treated as worst of Software Tool Not may decrease ability

case scenarios. Updates Installed to manage risk. method.

* illustrative data only
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Key Takeaways - Delivering Business Value

- Integrate, integrate, integrate * You can only start from where you
. Re-keying data and “chasing are and from the path that you are
on -

updates” are examples of failure
mode « Quantifying Something is better

than quantifying Nothing
- "“Perfection is the Enemy of

« GRC is not solved by a single “tool” Progress” (Sir Winston Churchill)
* Itis an ecosystem, or suite, of
functions, capabilities, tools and « “Start with what you DO know,
effective data flows improve based on what you COULD

know, and aspire to what you SHOULD
know” (Gavin Anthony Grounds)
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